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IT Contribution to GDP Growth Per Hour worked

Figure 1
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Scientists from the RAND Corporation bave created this model to illustrate bow a “bome computer® could look like in the
year 2004, However the needed tecbnology will not be economically feasible for the average bome. Also the scientists readily
admit that the computer will require not yet invented technology to actually work, but 50 years from now sciemtific progress is
expected to solve these problems. With teletspe interface and the Fortran language, the computer will be easy vo use.
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51 luitAn Interoperability

. Product design (PDF vs. I-Pod)

. By licensing and cross-licensing IP (Patent

Pooling, MSFT-Novell deal)
. By open innovation and collaborative R&D
. By implementing standards

. By government mandates



Key Trend: Standards are Evolving Up The Stack
Application 1

Application
= Object

model
= Data ..

model Application Level:
» Process Data, business process,

model orchestration, semantics
Language Application
Application Integration
server J2EE,.NET, CORBA, - bilit

IIOP, SQL, JDBC, ODBC (~|'Nteroperabiiity,

DBMS

OS and

DéLL

Microsoft

NET g

Application 2

Application

= Object
model

= Data
model

= Process
model

Language

Application
server

OS and
foundation
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o - [ntegration is like trying to force a

square box to fit into a round hole
» Working together with others was an al‘brhqlght.notpartd’ddgn.

. Interoperability is about designing to
work with other un il elements
from the outset ™

Source: StratETech, Copyright © 2007. All Rights Reserved.




Standards at Work:
Addressing a Major Issue — Volume of Data

By 2015 the average company will have 30

times more data to deal with than in 2007.

Data Gap Analysis Gap Action Gap

Better Decisions

ess Intslligence
: ent Management

4 | Unstructured 4 I Interoperability

/.. | Describe data better

Data about data

Relationships ' V) Auto
Folksonomy ‘ -

Cost
Savings Thlngs
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Audio/Video compression
— MPEG,JPEG

Computer Media — DVD,
CD, Magnetic Tape
Programming Languages
— COBOL,Fortran,C,C++

System Interfaces -
POSIX

Software and Systems
Engineering

Character Sets
Databases
Security and Biometrics

Systems and Device
Interconnection — SCSI

Credit Cards, "Smart”
Cards, Machine-readable
Travel Documents

Learning Technologies
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=« Keyboard layout
=« Thai character codes (8 and 16 bits)
=« EDI
« GIS
= 1
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Industry Specifications

Morse code 1844

ITU : standard telegraph protocol

IEEE, ETSI, ECMA, ANSI

EIDX (Electronics Industry Data Exchange,)
SWIFT Banking secure messaging standard
EDI (EDIFACT/X120)

Over time, specifications may become
standards

Industry creates standards

BUT no guarantee of success;-

= VHS — Betamax ( done deal!)

= Metric vs. Imperial (ongoing!!)

= Blue Ray vs. HD-DVD ( just started!)



The Idea > - From Industry or Academia

Prototype > - The creative moment (IPR)
Beta > - The test of innovation
Roll out > - does the market want it?

Early adoption > - will the market use it?
Critical mass > - The undefined measure of ' success

National/International industry consortium > - Critical Peer
Review

ISO/ITU open standards Org > - International Technical Review
GLOBAL STANDARD > - Availability to all on RAND or RF terms



= Open Standards

= Voluntary private sector initiatives, e.d.
WS-1, W3C, OASIS

= Government specification, e.g.
European Interoperability Framework

= Private - Public multi stakeholder
partnerships

= Organic (Imarket driven) Standards

= U9 specifications tanalaiiluunassrunaiy
g5 interoperability — nenfluaagusin
e 1 uPDF
= AN ATANAUIUAIANSIANSUADIN 12 120U
Microsoft fA'le3usay Linux WuusEniiusing
i — Novell dtiusguu Open XML Tuszuu

Linux évue Jan 2007: IBM fiin155a95u
Linux snuadvanail



= cost-benefit analysis (CBA)
= Total Cost of Ownership (TCO)

TCO rohmsumnroh%imﬁﬁama,\aauﬁ’lualzu%njs + Lhidgen
costs’ Tuna1stafszuu ICT dvsruasarladanantnanu

planning, design, installation, configuration,
maintenance and support.



Technology Neutrality
— maintains choice — lowers prices

Encompass Industry Standards
— Interoperability and consumer acceptance

Foster Strong Intellectual Property
Protection

— sustainable development and lasting value
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= UiAvIUNAIE9VINIUGEU
= TISI
« Software Industry Promotion Agency
=« Software Park Thailand
=« NECTEC
= ATCI, ATSI



aatvuInssruuaaatAadavAu IT

Certified Information Systems Auditor (CISA)

Certified Information Systems and Security
Professional (CISSP)

Certified Software Project Manager (CSPM)
Certified Software Quality Analyst (CSQA)
Certified Software Tester (CSTE)
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Department of Defense (DOD) Directive 8570.1 ;

Standard for Security Certified Professional

AS:NINATKUAKES (DOD) lsaanuiasgiudiuen
inenAulscardiialiasidian 2 auaIunU
Uaaafiadiayadruiuansianislszan uas Contractor
s nAsdiitviulianudilusavinfivaayanay
DOD divuiivanuaizaavilsendiiaiinsaantiu 2 se6iu
Aa sraunaila uarssauusuins (Technical and
Management) AvluszaummnaiiativuiviiluTechnical
%’I III, III uarseaiuusniisuiviilu Management I, 11,

115U Security Certification Nn'lasun1saausuann
DOD 1214 CompTIA Security + uaz (ISC)2 SSCP a¢j
Tuscaiu Technical I1 s2u CISSP, CISA war GIAC agl
Tuscau Technical I1II #11i5us:u Management I
1eiun Security + warszu Management II way III
16un CISSP, CISM uaz GIAC



IA Workforce Certifications ~_

Proposed Certifications

Technical I

A+
Network+
TICSA
SSCP

Management I
GSLC

Security+
GISO
TISCP

Technical II

GSEC

Security+
SCNP
SSCP

Management II

Technical I1II

Management III
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Microsoft

MCSE Microsoft Certified
MCDST Microsoft Certified
MCSA Microsoft Certified
MCDBA Microsoft Certified
MCT Microsoft Certified
MCAD Microsoft Certified
MCAD Microsoft Certified

MCP Microsoft Certified

Systems Engineers

Desktop Support Technicians
Systems Administrators
Database Administrators
Trainers

Application Developers
Application Developers
Professional Developer

Microsoft Office Specialist



Sun Microsystems

Java SE

= Sun Certified Associate (SCIA)

= Sun Certified Programmer (SCIP)
= Sun Certified Developer (SCID)

Java EE

= Sun Certified Web Component Developer (SCWCD)

= Sun Certified Business Component Developer (SCBCD)

= Sun Certified Developer for Java Web Services (SCDJWS)

Java ME
= Sun Certified Enterprise Architect (SCEA)




Cisco

Associate:
= CCNA Cisco Certified Network Associate
= CCDA Cisco Certified Design Associate

Professional:
= CCNP Cisco Certification network professional
Expert:

= CCIE Cisco Certified Internetwork Expert
Oracle

« OCM Oracle Certified Master
= OCP Oracle Certified Professional
= OCA Oracle Certified Associate



UNNSTIUAVANS / ASTLIUNS

« wunTiuddaudanauciatail
« CMMI for software development

= SPICE for software development

= ITIL and ISO 20000 for IT Service
Management

« ISO 17799 and 27000 for Security



CMMI Aaayls

CMMI (Capability Maturity Model Integration) faa?
LUUATWRIUIATEUIUNNG (AFaRedrudannuaIunse
LadiNIg) gaasediui Software Engineering
Institute, Carnegie Mellon University

CMMI Huntssiasanarn SW-CMM Aldunsiaaid
TanduIuNsuuI2ianawITuIUKNA152 11U Tu 2005

Iusgrnaug lagnsintdntu CMMI el

Software Park Thailand 'l6i3u1n SW-CMM unggsfa
AanaITinagns 1999 uasiitddnlea SW-CMM seal

199517 20 wEndeilaatiu uastidirdodoiaBunisidng
CMMI



CMMI g&unsaldinu

= Software Engineering
= Hardware Engineering
= System Engineering

= Integrated Product and Process
Development Addition



Process Area 222y CMMI

Category

Process Areas

Process
Management

Organizational Process Focus
Organizational Process Definition
Organizational Training

Organizational Process Performance
Organizational Innovation and Deployment

Project
Management

Project Planning

Project Monitoring and Control

Supplier Agreement Management
Integrated Project Management for IPPD
Risk Management

Quantitative Project Management

Engineering

Requirements Management
Requirements Development
Technical Solution

Product Integration
Verification

Validation

Support

Configuration Management

Process and Product Quality Assurance
Measurement and Analysis

Decision Analysis and Resolution
Causal Analysis and Resolution
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Level
5 Optimizing

Focus

ontinuous
Process
Improvement

Azaay CMMI

Process Areas

Organizational Innovation and Deployment
Causal Analysis and Resolution

4 Quantitatively
Managed

Quantitative
Management

Organizational Process Performance
Quantitative Project Management

3 Defined

Process
Standardization

Requirements Development
Technical Solution

Product Integration

Verification

Validation

Organizational Process Focus
Organizational Process Definition
Organizational Training
Integrated Project Management for IPPD
Risk Management

Decision Analysis and Resolution

2 Managed

Basic
Project
Management

Requirements Management

Project Planning

Project Monitoring and Control
Supplier Agreement Management
Measurement and Analysis

Process and Product Quality Assurance
Configuration Management

1 Initial

Quality
Productivity




ISO/IEC 20000

« ISO/IEC 20000 (riuca BS 15000) T20Au IT
Service Management tiug5sunIzUIUAITAIUANT
AANITUREANNAAINTURYY Waa ITIL (IT
Infrastructure Library)

J
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nszuunis ISO/IEC 20000

In ISO/IEC 20000, IT service management processes are broadly
split into closely linked groups of processes.

Implementing a Management Svstem Standard
Flanning and Implementing IT Service Management - (Flan, Do, Check, Act)
Flanning and Implementing Mew and Changed Services

‘—1

Service Delivery Processes
Infarmation Security

hanagement

Service Reporting Budageting and Accounting
tor IT Semvices

Capacity Management  Sepvice Level Management
Service Continuity and
fnailability Managerment

Control Processes

Configuration Management

Change Management

Rezolution Processes

lncident kManagement

Problem Management



ISO 17799 uwaz ISO 27000

= auduaIau ICT flumavdifsausdrnisu
AVANSE5AI TALLRNIZALNIUATITHIUNA
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Organizational

Security Policy

Organization of
Information Security

Asset
Management

Access Control

Compliance

o ti | Human Resources Physical and
perationa Security Environmental Security
System Acquisition, Communications Information Security Business Continuit
Development and and Operations Incident Management y
Maintenance Management Management
Z

Technical Aspect

Physical Aspect




BS 7799 / IS0 17799 / ISO 27001

ISO 17799: 2000
Code of Practice

127 contols in 10 domains

——
Companion r rCompanion
\/ Upgrade
BS 7799-2:2002 ISO 27001: 2005
Audit Standard Audit Standard

127 controls in 10 domains 133 controls in 11 domains

_




InssIunAIUAUNLanA2aNanad MITRE

= OVAL (Open Vulnerability and Assessment
Language)

= CME (Common Malware Enumeration)
= CWE (Common Weakness Enumeration)

= CVE (Common Vulnerabilities and
Exposures)
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COSO and COBIT are - among other things - control frameworks.
COSO focuses on controls for financial processes, and COBIT
focuses on IT.

= COSO
The official name for COSO is the Committee of Sponsoring
Organizations of the Treadway Commission.

= COSO framework materials are available from the American
Institute of Certified Public Accountants.

= COSO Enterprise Risk Management Framework.

= COBIT
COBIT (Control Objectives for Information and Related
Technologies) is an open standard published by the IT
Governance Institute and the Information Systems Audit and
Control Association (ISACA). It's an IT control framework
built in part upon the COSO framework.

The latest version of COBIT is COBIT 4.0.
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The New Innovation Process

From: Henry Chesbrough, “Open Innovation, the New Imperative for Creating Profit from Technology”,
Harvard Business School Press, 2006

Closed Innovation

QOpen_Innovation

The smart people in our field work for us

Not all the smart people work for us. We
need to work with smart people inside and
outside the company

To profit from R&D, we must discover it,
develop it, and ship it ourselves

External R&D can create significant value;
internal R&D is needed to claim some
portion of that value

If we discover it ourselves, we will get it to
market first

We don’t have to originate the research to
profit from it

The company that gets an innovation to
market first will win

Building a better business model is better
than getting to market first

If we create the most and best ideas in the
industry, we will win

If we make the best use of internal and
external ideas, we will win

We should control our IP, so that our
competitors don'’t profit from our ideas

We should profit from others’ use of our IP,
and we should buy others’ IP whenever it
advances our own business model




Open Standards

= Open standards are a set of technical specifications,
developed or approved through a consensus process,
that are widely reviewed and agreed upon, and are
published in sufficient detail to permit a variety of
implementations, and publicly available.

= The open standards process is a collaborative
effort, which mirrors the open innovation
process. By helping to achieve industry
consensus around standards that reflect
cutting edge technologies, this process
produces standards always superior to
government mandated standards.
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= Always be royalty free, as opposed to the use of F/RAND
criteria;

= Be controlled by a non-profit “neutral” organization; and
= Impose no constraints on the re-use of the standard.

= However, it is important to remember that the open standards
process can only contribute to interoperability if the resulting
standards are adopted.

= Open standards development, without significant global
adoption of the resulting standards, does nothing in the effort
to achieve interoperability.



