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e-Document System, Access Control, BCP & DRP, IT Risk Assessment, IT Audit, Privacy Policy
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1) SECURITY POLICY

2] ORGAMNIZATION OF INFORMATION SECURITY
I/ 3) ASSET MANAGEMENT
4) HUMAMN RESCURCES SECLURITY
5) PHYSICAL AND ENVIROMMENTAL SECURITY

)

)

)

)

/-I g ol 4- w\.
u:.' gﬂiﬂzaﬂ;S:;*ﬂigz?%ﬁ;;ﬁyg‘ﬁ;am““ W 6) COMMUNICATIONS AND OPERATIONS MANAGEMENT
' "\ 7) ACCESS CONTROL

- | 3) INFORMATION SYSTEMS ACQUISITION, DEVELOPMENT AMND MAINTENANCE
| 9) INFORMATION SECURITY INCIDENT MANAGEMENT

1[]) BUSINESS CONTINUITY MAMNAGEMENT

| 11) COMPLIANCE

avdvuassiu ISO/IEC 17799: Code of practice for Information Security Management

ISO/IEC 17799:2005 was renumbered ISO/IEC 27002:2005 in the middle of 2007 to bring it into the
ISO/IEC 27000 family of standards




Business Continuity Management

Risk Crisis / Emergency
Management Emergency Response
g Communication Planning
Securty ! Emergency I EESET ur;iisﬂpr? PSE
Proactive Call-tree / PR Relocation
Backup site Emer
i Festoration of 3 £ JENCY
Site Recovery - Business preparation / Work Space /
h home site L activation
Planning + Continuity Command
Management Center
; Crifical husiness
Business as . .
Jsual Offsite Training / and technology
supplie ritical Staff recovery

Human
Resource
Planning

Information &
equipment
backup

Disaster
Recovery
Planning

Business
Continuity
Planning

* Modified from PAS 28 by ACinfotec



ISO 27000 Series

ISO/IEC 27000
Introduction to the ISO27k standards as a whole
Plus the specialist vocabulary used in 1ISO27k

ISO/IEC 27001:2005
Information Security Management System requirements standard (specification

ISO/IEC 27002:2005
Code of practice for information security management
Describe a comprehensive set of information security control objectives and a set
of generally accepted good practice security controls
ISO/IEC 27003 ﬁjaﬁ’vgjﬂ ANS. <
Implementation guidance for ISO/IEC 27001
ISO/IEC 27004
Information security management measurement standard

(919) w151 25

ISO/IEC 27005:2008 ‘
Information security risk management standard (released in June 2008) \_
ISO/IEC 27006:2007 i
Guide to the certification or registration process for accredited ISMS certification
ISO/IEC 27007
Guideline for auditing Information Security Management Systems.




Gap Analysis

A 5 Security Policy

A B Organizational of Information Security

A7 Azzet Management

A .13 Information Security Incidert Management 2.8 Human Resource Security

A.12 Information Systems Acquisition, Development and

Maintenance A 9 Phyzical and Environmental Security

A.11 Access Control 210 Communications and Operations Management
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National Root CA (NRCA)

CA-CA
Interoperability
National Root CA
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Information Security Management System

PKI Service: (919) 41651 32 A1sAUANALAsSAIUTNI5ANS TiuSN15aan
Tudusavaannsaiund

National Root CA
PKI Consulting
PKI Training

Information Security Management: (319) 11631 25 ws9. A1KuaIcA1sHUU
(dumv)ilaansialunisisznaussnssunmvatannsaindg

Gap Analysis

IT Risk Management
Vulnerability Assessment
Hardening

IT Audit

Network and Security Operation Center (NSOC): Wsu. 31612801551
ANUAALALIALAANNILNAS

Log Management: wsu. 3161an15nsinanuAatAtnfunauiiinas
G-Log
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