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Facebook Friendship

"!l ' | w
| Facebook has more than 7 billion users

Source: https://www.facebook.com/note.php?note id=469716398919
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With the IPv6 protocol, we will have
340,282,366,920,938,463,463,374,607,431,768,211,456 addresses.

Enough for every atom on the face of earth

Self-drivelicar

By 2020, Cisco predict that there will be 50

billion devices

Internet-connected devices
Devices-to-Devices communication
Centralized and cloud based processing
More than Big Data

No control over these devices by

governments



1 MILLYON+
VICTIMS ADAY 7/ S

EVERY DAY THERE ARE TWICE AS MANY REpeIIERcod Cyher Crime

in their lifetime.

CYBERCRIME VICTIMS AS NEW BORN BABIES @ 5 89 Compared to the 2010

survey, there has been a 3%

i I cybarcrime @ H
P rise in ovarell cybarcrime
{ ; M "—LI O N Cybercrime has affected 6 5 o/ O

£89m DEDPIE In ]US'[ 24 Amc-ng all cyDercnme
countries - equIVEIENT 0 9%  victims surveyed, nearly
cf the entire population of two thirds have fallen
the world y; prey in the past 12
50’000 820 14 months alone - a total of
VICTIMS EVERY HOUR  VICTIMS EVERY VICTIMS EVERY A1 madatsin24

* MINUTE SECOND countries

& 8 @
34/m_431lm  400m
@ @ . The totzl number of cybercrime victims in the past 12 months is greater than the

entire populations of USA & Canada (317m ;) or Western Europe [100m i)

Norton 2013 Cybercrime report



Hacking
Malware
Social engineering

=
CONTRIBUTING

GLOBAL
ORGANIZATIONS

1,367
g%%ﬁ?oezs B \VesncATioNS RepoRT
C?UERIES
Tugrsdudftnuuwurldunisigszuudieis
Hacking, Malware wag Social engineering SRR
2013 @ 40 81U NUILAY
v & . Target. UnsLATAR/LAUA
RFRIEnNmI - Google Linked [ ARRY
1 % ” 150 a1U password
823 duUTNT* [ 2 &y password o

*2014 Data protection & breach readiness guide
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THAILAND CYBERSECURITY auUsEa0 Alade
RANKING 2013 o
(auun)

0%, 13 467
MALAYSlA SINGAPORE INDONESIA
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* NARINN1581522 Q1 U we&é» I oo
'IO RISKIEST

COUNTRIES mnwﬁamqumﬂ%’g (a/€%) LazlanNtu (wo%)

JuUsEanuAY Security A25t0U 00%

INDONESIA (HIN A ILAND YBRUUsTINUAUETEUINA (*Uayaan PWC, woom)

4 PHILIPPINES 5 MALAYSIA 6 INDIA MEXI(U Han39ey Incident Drills 1iss1unIASY
L o AS9T ® 31U mo WU

**+ Threat exposure rate (TER) : Measured as the percentage of PCs that experienced a malware attack, whether successful or failed,
over a three month period - Source : Security Threat Report 2013 - SophosLabs
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®)ThaiCERT ,

Thai Computer Emergency Response Team
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56,1.3% _6,0.1%
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602, 13.9%

1929, 44.6%

1515, 35.0%

.go.th
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.co.th
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.or.th

.mi.th

-

M989UYD5g (go.th) 1,929 5181135 (308ay 44.6)
da10uUN15AN® (ac.th) 1,515 519015 (308ag 35)

U 2556 WU Web Defacement Tuuseimalneg 4,324 s1en15

J

VUNEMR:  UBYaINTEUU ThreatWatch vaalneidsn seninufiou w.a. - 5.A. 2556

®

www.etda.or.th

ThaiCERT |

Thai Computer Emergency Response Team
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®
MBI YaYaINTEUU ThreatWatch vadlneidsn sewinafiou u.a. - 5.0, 2556 @ Th al C E RT

Thai Computer Emergency Response Team
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Doing Business Ranking 2013 by World Bank

I | o o
‘lﬂﬂﬂﬁuﬂﬂ"l 18 ana«'\né'uﬁun 17

nwdls 8 49 3 75 12 24 30 14
aadLAsIAY 10 70 44 37 4 2 48 18
lﬂi;lu 24V 19V 19V 64V 23 A 114V 127V 10
Fu ate 100V 68V 4V 70V 151@ 1220 82V
Bulda 132 49 127 94 23 173 152 116
i e DB e ONGASRES 211 NESDB 37
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e-Government Survey 2014

Rank 2014 Rank 2012
3 10

n
1 Singapore

E-Government 2014

www.etda.or.th

0.90762 #7
2  Malaysia 0.61152 52 40 -12
3  Brunei Darussalam 0.50424 86 54 -32
4  Philippines 0.47681 95 88 -7
5 VietNam 0.47045 99 83 -16
6  Ihailand 0.46308 102 92 -10
7 Indonesia 0.44874 106 97 -9
8 Cambodia 0.29986 139 155 +16
9 un'wmm 0.26588 152 153 +1
10 Timorleste 0.25276 161 170 +9
11 Myanmar 0.18694 175 160 -15

14
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Legal

Measures

Technical
Measures

Organizational

Measures

Capacity
Building

Cooperation

Criminal Legislation

Regulation & Compliance

NITIWUYYA

IdensnsshmmAnneiune.... ...

WA, lw&&o

a member of ETDA

Standards/ Certification

cerr @ ThaiCERT ﬁm 3 main

IPCERTER*

()

soms TISA

« Policy/ Roadmap for Governance

http://www.itu.int/en/ITU-D/Cybersecurity/Documents/GCl_Conceptual Framework.pdf

wh e
) ebe ARUNAY ece 3 TeiITYUNE o SUMAN badd

« Responsible Agency/ National Benchmarking —

« Standardization development/ Manpower development

« Professional Certification/ Agency Certification

UsenAAmuEnIsuMsEInssumedidnvseting
Goe Ustuwvasgansameddnvsednd waevdninusinisusyiusssunansynuyes
ginssvdanvseindmuismasuulaeniy
A bedd

Strategies  National ritic ,
4 Public-Private Partnership
5 5 Capacity & Capability Building
Supportin 6 Legal Measures
sugpegies e 7 Research and Development
8 International Cooperation

Intra - ASEAN

« Intra-state Cooperation/ Intra-agency Cooperation ' wer e

» Public-Private Partnerships/International ‘@ Q
Fecuive [T
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Website planning : The 1st release will be focus on . The 2™ release will be
: i focus on Web applications

Web server system

Web server :
installation and B
configuration :

1.~
R —————

1
Dynamic Website - Web Application :

Data Backup

3 g 3 Static Websit:
Security incident are Temste

handling

\ Assessment form

ALy

° “Guidelines on Securing Public Web Server,” National Institute of Standards and
Technology, 2007.

Self assessment

“SAC 40 Measure to Protect Domain Registration Services Against Exploitation or
Certified by Misuse,” ICANN Security and Stability Advisor Committee (SSAC), 2009

National Vulnerability Database, “National Vulnerability Database-CVE Static”

®*  OWASP, “OWASP Top10 2013~

external party
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Soft Infrastructure :
Standard & Law
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by creating and strengthening application back-ends
Applicati
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Back-end e-Payment e-Document e-Authentication Other
Record
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Hardware Infrastructure
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CMR : e-Transaction P %ﬁﬁm & Record

iawgpaniine Beaviae

Standard Services

g

Government

Monitoring
Back-end Applications

TeDA : Trusted electronic

| ‘ e-Statistics e-commerce
Document Authority :‘&
o ETDA

PMO for NSW fl

Investment

Key for Change

Management

.

Thailand Mall

Gateway

NwWwss

www.etda.or.th
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7/
3 ’
E“QE‘;]‘;%;E“BI Digital Forensics Center l:

Logical Infrastructure

- =~

e-Transaction
Standards/Statistics

~ \ Government Cloud
G = clo ud Electronic Government Agency (Public Organization) (EGA)
| Govermen: Cloud Serece |

Government Information Network (GIN2.0)
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e-Document
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Economy Quality of Life

{—A—\

Application Government Online
e-Commerce e-Health

TeDA faidulassadiiugiudfyiadanudesiuliiu
nansBannsetind eatuayussuuiu
Blannsedindous NéReyuesUsEve 1 NSW,
e-Commerce, e-Health #50U3N13501ASF0UY

Application
PP e-Health

Record Oitners

Back-end e-Payment e-Authentication

Logical Security & Privacy Laws
Infrastructure Standards @ ThaiCERT Code of Conducts &

Best Practices
a member of ETDA

Physical
Infrastructure Communication Network Infrastructure
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(Certificate Credential)
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Rights
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=~ Sign
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Trusted Electronic Document Authority

N
TeDA

TeDA
Form
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(e-Time Stamping)

TeDA
Time
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(e-Archive)

TeDA
Safe

www.etda.or.th
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