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Business Continuity Management

The Time is now!

(VDO1)
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s & o DR hit the I Terrorist attacks of ! Global events have ! Pressure to deliver S
LUYIANIU 1 \ 1. | LYI3N

corporate agenda | the early to mid 90s | raised awareness | 24x7x365 has \

v inthe mid 80s as | made firms realize | that threats are not | resulted in robus v =
HAUSSUUNTUY businesses began | that DR did not I just physical; cyber, 1 threat WUFINT
winlulag to increasingly rely ! effectively mitigate ! I v -

on mainframe | risks. BC evolved | ' LUNITUINITLAS
avauned computers | as aresult. I I WaANLALIAIIY

" o v o The enthusiasm | | : detection and 5 w
Tadwsh Ny ro I regulatory, and | resource Mobilization L/ aeAnAa
Asnaun 1 With the I other threats have ! techniques for v

u I technology boom ' j154e BC a part of ! foreseeable LUUNISUIUNIT

v for DR started to and roaring arisk management ~ emergencies. .
BUUNINEINT wane as it became ~ €conomy of the late  rgram Handling disruptions iy

g o evident that a 90s, BC, although now becomes part of L ”
1ASaNASUABY o broactive astandard normal capabilities.  ANANMA152 39
approach to risk busmgss pr.actlce, ag19MaLllag
UNUINAIIA mitigation was was given little
v a i attention.
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,

Q. BCM program management
Assigning Implementing Ongoing
Responsibilities BCM Management

9. Understanding the organization

Business Impact Risk Determine
Analysis Assessment Choices

BS 25999:

Business Continuity Management

Understanding
the organization

!, Determining BC strategy
f N N
Determine BCM
. Strategy Options
L Strategies )

Exercising,
maintaining
and reviewing

Determining
BCM
strategy

K3 Developing BCM response

~
Response Incident Business
Structure Management Plan Continuity Plan

S

Developing and
implementing
BCM response

\
5 BCM exercise and maintaining
Exercise Maintain & Audit & Self
Program Review BCM Assessment
9[ Embedding BCM culture

Build BCM
Awareness Skill Training
Culture
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Business Continuity Management Systems)

13

ISO 22301: 2012 Societal Security — Business Continuity Management Systems - Requirements

Interested
parties

Ve

Continual improvement of business continuity
management system (BCMS)

Establish
(Plan)

Maintain and
improve

\-D

(‘
A BCMS emphasizes the importance of

Implement
and operate

Interested
parties

\

U Understanding the organization’s needs and the
necessity for establishing business continuity
management policy and objectives,

U Implementing and operating controls and
measures for managing an organization’s overall
capability to manage disruptive incidents,

U Monitoring and reviewing the performance and

(Act) (Do)

Managed
business
Monitor and continuity
- rendw -

Requirements
for business
continuity

effectiveness of the BCMS, and

U Continual improvement based on objective
measurement.
.

'

BCMS key components:

(Check)
This International Standard applies the “Plan-Do-
Check-Act” (PDCA) model to planning, establishing,
implementing, operating, monitoring, reviewing,
maintaining and continually improving the effectiveness
of an organization’s BCMS.

\

Policy

People with defined responsibilities;
Management processes relating to
Documentation providing auditable evidence; and
Any business continuity management processes

CCOO0OO

relevant to the organization.
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Super Storm Sandy

Hurricane Sandy was a powerful tropical cyclone that
devastated portions of the Caribbean and the Mid-Atlantic and
Northeastern United States during late October 2012

(VDO3)
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NANIZNUIIN Super Storm Sandy

Jamaica

Haiti
The Dominican

Republic

Cuba

The Bahamas

$p8az 70% Vo9UszuNs bl lin

21A15UUNN IATUAMNLEENY wasiidldedIn
IinAsLHEENINNT $100 million.

nndvianlulendesauueniiias waziliidetinatntlos 54 A

|ddl (%4

m‘miﬂnﬂLLﬂauLLazﬁﬂumﬂ's’ﬂ 200,000 AuluINNNNY.

11Fe%7n Tuiliaanads Puerto Rico

Antviaaluaene uasusanganadsnudenis
aAULEenIgAuNINndl 15,000 AFIERU LazlikideadnuIngn
11AU

WNAANLEEWIBNINNTT $2 billion

UL HeTIN waziinAUEENIENINNTT $700 million
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NANIZNUIIN Super Storm Sandy

Canada " SEFe¥In 2 Au Ty Ontario
" AaAdnutdsvigu1nnan $100 million Tu Ontario wag
Quebec
The United States " fAeadnudennglu 24 uady

" AnA1uE8WI8uNNn Tu New Jersey waz New York
= aduwgd New York City Tudufl October 29, 2012 vinls
LANAANULHYWY
v ﬁwi'mauumwmq
v glusAnuu
v salulddu
v’ Lsifinszualnin
" AaAutdenisuinnda $71 billion
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NANIZNUIIN Super Storm Sandy

Streets

Tunnels
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N3TUIUNITN9§IN (Recovery)
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(BCM Program Management) arandlensdng
[rhnm'nouwluaﬁnq:hamﬁJ (Understanding the organization)
[ wivuw BCM ] [ msiwmrsiuaniznudagifio ]
[ nadRasInineIng ] [ msziinaandog
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(Exercising, maintaining and reviewing)
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(Developing and implementing BCM response)
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NI EINA BS25999 Business Continuity Management
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1. ASUSHISLASINISIANITAIUABLUDY (BCM Programme Management) -

Tasannsdanisannadaiiios adnliuesdusenaundnuasfutuneunsnvainisuinsniiy
saiflas Inewdutunaunsdarinseuuleuts BCM Tnseadne BM wihiluazanuiuinvey
vasypransTiigadios aurduinisssdugeasniendnauszauine saufannsdaneiiney
F1u BCM nsfuundadiiananissfiuauvaswineu dunaunmsuiussiuvamanisal

(Incident Escalation Process) 25115U31151ASIN15USNISAUADLULDY LAaZN1SAARTNNS DU
71957894 ANUAUNLN

ANZEUIUNS

y

ALNTIUNTT BCM

Y

HIAN1TLATINTT
BCM

HUIMS AUSYNS AUIMNS AUIMNT

NSTUIUNSEIRY | | nssuiumsdrAy | | nszuumsdfy | | nssuaunisdngy
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2. NSANWILAZNINAIUUIIIDIANS (Understanding the Organization)

v ¢ < 0 Yo o ¢ ' = 2 Y, v
N30 1289AN L TUNTTUIUNITNIAIUTINAUBIANTUAT NLAEU BanuenenU3Lazidla
TuanInuazn19A LY IBIANIHAT UL ALTUNANITENUNIDAMUESIDE9LT HIY
ABNNITIATINNANTENUNINGIAR (Business Impact Analysis - BIA) uag n5Usziliuau
tdl . Aﬁl 1 1 a\ 1 o/ tdl
1H89 (Risk Assessment - RA) B32UAINULIIAIUVBININTTUAI Y LATITAUAIINAINITAN
don1s et luiludayalun1sinszauanuaIAguaInIzuILeIU NSAAUALLINTG 1Az
N1SAUANALNS

e 1a59851999An3 (Organization Chart)

*  ANUTTINYANEAIZIIU (Functional Description)
®  ATUIUNITNINGINY/ NI5IHUINS (Business Process)
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2. NSANWILAZNINAIUUIIIDIANS (Understanding the Organization)

HIATFIRAINA i C i

N133LATITUHANTINUNINGIND (Business Impact Analysis - BIA)

WU N3ITUIUNIT 1/ NINTTY

Rausnisnaly

fhausnisnaly

fhausuisnalu

ALEUNISAEIAUUEITUTI LA
NIy

AdunisieafuIusIuAISLIu
N0 Tan A3l N15USMIs
UARA URARBUTEAIUIIU 91U
atnvoya

ANAUNITAYINUNITIAVILRUITY
JUUSZUIY BAZLIISARAMIY
Useilunan1sUURIUUR 139N
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LUINIINISUSHITAUADLUDY 6 VUMDY

2. NSANWILAZNINAIUUIIIDIANS (Understanding the Organization)

HIATFIRAINA i = inuif

N15ATIZANANTZNUNINFIND (Business Impact Analysis - BIA)

SYAU
NANIENU

F19RANLNUINNITNATITUITLAUVDINANTENU

Yaunang

IAnANUEsNEFReIAnTI U WwIuRYly =

FEAUFANN
ANalNIAANNEINITO A IAN U UKD
Tusnsanasunnnin Segag 50
WnANUdeenesnnsilus1uiukuly
FAUE
denalnanAuaINsalun1sANENIU
WIBlUSNISanassegay 25-50
WaauEsmefeasrnsidudiuiutuly
JeAUUIUNANS
danalnanAuaINsalun1sANENIIU
WIDLAUSNNS anasievay 10-25
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HIATFIRAINA i C

LUINIINISUSHITAUADLUDY 6 VUMDY

2. NSANEILAZIINAMULUNTAB9ANS (Understanding the Organization)

N15ATIZANANTZNUNINGIND (Business Impact Analysis - BIA)

LAU > _ >
WANLNAUINNITNAINTUITLAUVIINANTENU
NANSZNU

" Appudsriesessansiludnunusuly " desdinisUgunenuia

SLAUAN B ANANTENUABTBLAYILAYANNN UMD
B ANAlATAANNEINISO L UANTALRUIIUY 9ANS LUSLAUTIDIDY

#30lAUINT anadsasas 5-10
= B ANalATAANNEINISOlUANTALRUIUY
Taidu L o
UIDLMUINIS anaIuINNINSoLay 5

G

26 lasensuswmisananiaaaasan1EInga © 2013 Deloitte Touche Tohmatsu Jaiyos Co. Ltd



HIATFIRAING C

LUINIINISUSHITAUADLUDY 6 VUMDY

2. NSANILAZIINAMULUNTAD9ANS (Understanding the Organization)

N15ATIZANANTZNUNINGIND (Business Impact Analysis - BIA)

szaznawmqumz&’n

SLAU
ASZUIUNTT 0-2 2-4 1 1 2 1
NANSENU

Iy g U dUayt  dUav Lhlau
ANRUNISINYINUITUEITUTTOL GR

v v v v v

wazUgIN1NIY -

AL UNITIAEINUIIUAIY GR
N5 N15UYY a9 A3
N15UINITUAAD 91UAARAD

Useauau uatRvaya

ATLEUNISENYINUNITINNA AN
LLAUSIY SUUSSUI LhaZLIISn
AnnuUsEliunanIsugUneu
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2. NSANWILAZNINAIUUIIIDIANS (Understanding the Organization)

N133ATIENAIUEEY/ faaAnAN (Risk Assessment)

A9N1551¢

YUYUUTLY29 / 38134
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HIATFIRAINA

LUININITUIRITAIUADLUDY 6 TURDU

2. NSANWILAZNIIAIUUIIIDIANS (Understanding the Organization)

N153ATITRAMUELY A8ANAY (Risk Assessment)

ANIASIAZAEANAINAINRNITAIAN 9 dansadamansenuransnensiesansldlunisujimnu o
5 9N pall

a wa [ -4
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28217

% e‘d‘o
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[ e’d‘oo./dl'
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v

1 14
&
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q
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HIATFIRAINA i C

LUINIINISUSHITAUADLUDY 6 VUMDY

2. NSANEILAZIINAMULUNTAB9ANS (Understanding the Organization)

N133ATIENAIUEEY/ faaAnAN (Risk Assessment)

NaNIENU

y . . . ) AURAAT/H
ANULHY LAY AUeIANS, L, . _omuwmalulag 3 .Y
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RN L FTAUNALAY y e, o
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Q [
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v Vv - v v
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YUUNUTENY/ v - - v v

8194
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LUININITUIRITAIUADLUDY 6 TURDU

4. MINAUILAZATENNITABUANBIRBMANITAIlUAIZRNAY
(Developing and Implementing BCM Repose)

NsIALNUANABLLBY (Business Continuity Plan - BCP) UuUAUUIn1SIAYILALIIY
awseuaunTellivsnuansanauauasisan neandundwalin1suuRnuues
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